BITRASER® MOBILE ERASER & DIAGNOSTICS
WORLD'S MOST RELIABLE DATA ERASURE & DIAGNOSTICS SOFTWARE

BitRaser

Mobile Wiping &
Diagnostics Software

Secure & Certified Software to Erase &
Test iPhone, iPad & Android Devices

BitRaser serves your purpose for a mobile wiping solution
that ensures complete erasure of data stored on iPhone®,
iPad® & Android® based phones when they are disposed,
recycled or resold. Additionally the software allows
performing a series of 50+ assisted & automated tests to

gauge the operational efficiency of mobile devices.

Tested , Approved & Certified

NIST

National Institute of
Standards and Technology

(& common
Criteria

Software with Excellent Capabilities

O

Secure Erasure
Securely erases data from iPhone, iPad, and Android

devices beyond recovery using international erasure
methods.

Accurate Diagnostics
Performs 50+ diagnostic tests covering Battery, Camera,

GPS, Bluetooth, S Pen Air Motion, Force Touch, Battery
Drain, Wireless Charging, Alert Slider & more

Global Data Wiping Methods

BitRaser Mobile Eraser supports 14 international
erasure standards including NIST 800-88 Clear & Purge,
IEEE 2883-2022 Clear & Purge, US DoD 3 passes, etc.

ERP & API Integration

BitRaser Mobile is integrated with Makor ERP &
RazorERP for seamless asset management. APl is
also available to integrate with other Asset
management tools.

Benefits of Data Erasure
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(& Cloud Console

BitRaser secure cloud console provides flexibility
to create users, manage license distribution &
maintain a central repository of reports.

(& Report For Audit Trails
Generates comprehensive reports that include
details like erasure status, model, IMEI 1 & 2
number, capacity, diagnostic results, grading, etc.

(& Automate Data Wiping
The software automates erasure and diagnostics
through configurable settings. Get to check FMIP,
FRP, MDM, ESN, & Carrier locked status.

@ Multiple Deployment Options
BitRaser Mobile is available for Windows &
Barebone hardware (Linux-based App). Erase
smartphones in one go by deploying as per your
requirements.
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BitRaser

Other Specifications

(¥ Certified Data Erasure & Diagnostics
+ Unified interface for mobile erasure & diagnostics
+ Simultaneously erase & test upto 40 devices
+ Erase working iPhone devices with broken screens*
+ Erase Apple locked devices
* Supports e-Sim Erasure
+ Perform 50+ diagnostic tests to assess device health and grade it
+ Supports erasure of iOS devices running on iOS v7 & above
+ Supports erasure & diagnostics of Android devices running on OS v5 & above
+ Supports diagnostics for iOS device v12.5.7 & above
+ Supports Wireless Mobile Diagnostics
+ Generates erasure & diagnostics report in PDF, CSV & XML format

& Configuration & Automation
+ Easy Installation on Windows & bare-bone hardware
+ Supports checking jail-break on iPhones & FMIP status
+ Supports fetching IMEI 1 & IMEI 2
+ Supports MDM detection with supervision
+ Allows customization to pre-configure erasure & diagnostic process
+ Seamlessly pull erasure & diagnostics reports into ERP
+ Ability to print labels for erased or diagnosed devices
+ Option to customize USB port name for easy identification
+ Supports erasure & diagnostics on iOS device without iTunes

* Linux edition only

BitRaser Deployment

Deployment options available for Windows & barebone devices.

BitRaser >
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14 GLOBAL STANDARDS

NIST 800-88 Clear

NIST 800-88 Purge

IEEE 2883-2022 Clear

IEEE 2883-2022 Purge

US DOD 5220.22-M (3 Passes)

US DOD 5200.22-M (ECE) (7 Passes)
Pseudo Random

B Schneier’s Algorithm (7 Passes)
Peter Gutmann (35 Passes)

US Army AR380-19 (3 Passes)

US Air Force AFSSI-5020 (3 Passes)
British HMG IS5 (3 Passes)

Zeroes

Native OS Erasure

OTHER PRODUCTS

* BitRaser Drive Eraser
* BitRaser Drive Eraser Chromebook
* BitRaser Drive Eraser for Mac

* BitRaser Hardware Diagnostics

* BitRaser Drive Verifier

DOWNLOAD ISO FILE OR
WINDOWS APPLICATION

o

HAPPY CUSTOMER

CONFIGURE & INSTALL
BITRASER MOBILE

AVAYA

Our selection of BitRaser over competition was based on the promising features
the software offers. Our choice to select BitRaser for performing data erasure
has been a fruitful one as BitRaser software exactly delivered to it promises.

Patrick Boyle

BITRASER IS AN INNOVATION FROM STELLAR
Data Care Experts since 1993.
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3: SparkDynamic

ERASE OR DIAGNOSE MULTIPLE IPHONE & ANDROID DEVICES SIMULTANEOUSLY

BitRaser Authorized Partner

@ www.sparkdynamic.com
& +41435013030

& sales@sparkdynamic.com
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